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Part 1 · Industrial Automation System (30 points) 

1) Answer the below questions: 

ProfflSuite PHD eServer 

Dfrect statfon Dfrect station 
EngfneerillQ Stations SIM C300 
(Optional Redundant) Simulation Nod& 

Masterlogic PLC 

,-_ .. ----1 • MatrikonOPC 
• 3rd P.-ty ~ty 

[ I ," (PLC, SCADA, DCS) 

Field Instruments 

SourcP. ·bttp·IJrY1&W honeyweU u-.m 

Figure 1.1 System architecture of automation 

1.1 From a figure 1.1, identify major components of automation system on the diagram and explain their 

functions. (5 points) 
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1.2 Analyze the block diagram and explain the control technique that given based on DCS programming below 

PIO PIO 
IN OUT<---.i CAS_IN OUT 
BKCAL_IN IN 

BKCAL_OUT 
BKCAL_IN 

(IO_IN) OUT 

--+ 

CAS_IN (IO_OUT) 

BKCAL,_ OUT 

Figure 1.2 DCS programming and device interface 

Manipulate variable = ____________ _ 

Primary Process variable = ____________ _ 

Secondary Process variable = ____________ _ 

Disturbance 

Block Diagram 

= 

(5 points) 
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2. From a given P&ID representing the connection of field instruments and controllers, draw ILD 

(Instrumentation Loop Diagram) to complete wiring diagrams. (5 points) 

Tank 

Pump 

Level set point 
I 
I 

--0-----, 
Level controller I 

I 
Flow set point I 

I 

1------0-----, 
Flow controller J 

I 

Level control 
valve 

Figure 2 P&ID of Cascade control 
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3. From the previous question (No. 2), if an engineer changes the wiring technology by FF-H1 and replaces 

controllers by DCS. Draw a new ILD(lnstrumentation Loop Diagram) to complete wiring diagrams. (5 points) 

Figure 3 Junction box for Fieldbus connection 

A 

All dimensions in mi!Hmeters (mm) and inches (") and without tolerance indication. 

Description: 
1 Connection spur 1 
2 LED ERR spur 1 (red, short circuit) 
3 LED COM/ERR (communication/diagnostics) 
4 LED PWR (power) 
5 Separation wall ACC-R2-SW .3 
6 Switch, short circuit current selection 
7 Terminator M-Ff, removable 
8 T-connector T-CON.3 

37 (t5·) 

42 (1.7.) 

60 (2.4") 
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4. From the given P&ID (A3), identify Input-Output for conventional 1/0 (4-20 mA) by adding tagname into the 

table. ( 10 points) 

Analog input 

Analog output 

Digital input 

Digital output 
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Part 2: Industrial network (30 points) 

5. Explain 7 Layers of OSI in data communication and their examples. 

Layer 

I 7 

6 

5 

4 

3 

2 

I 
I 
I 
I 

Layer name 

i 

I 

Page: 11 

(3 points) 

examples 
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6. Ethernet TCP/IP protocols are often used in Control Level Network. Explain how connection-oriented and 

connectionless services (in Layer 4) work and give examples of their applications. (3 points) 
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7. Explain the medium Access Control mechanism of Producer-Consumer. (4 points) 
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8. A power meter is connected to the automation network with Modbus ASCII protocol. Measuring variables are stored in 

Input Register shown in the below figure with Modbus address 10=5. If a master device is designed to read all variables with the 

single command, what is a data frame of command? (5 points) 

No connection I
D= 5: F = 04 

Alias 000,lQ 
------; 

0 Reserved o: 
1 Reserved o· 
2 

3 

4 

Reserved· 

Reserved 

Reserved· 

~ 
O; 
0 

l}Jj 

3100 

900 

0 

0 

Slave Definition 

SlavelD: ·5 OK ~--~ 
Function: 04 lnputBegi$ters {3x) 

Address: f O ..... j 

V 

Cancel 

Quantity. ... 11_0 __ __, 

View 
Rows 

@10 020 050 0100 
0 Hide Aias Columns 

0 PLC Addresses {Base 1) 

Display: : Si!Jl'}ed V 

Function 03 (03hex) Read Holding Registers: Read the binary contents of holding registers in the slave. 

X 

Query:The query message specifies the starting register and quantity of registers to be read. Example of a request to read 0 ... 1 (register 40001 to 

40002) from slave device 1: 

:Field Name 

' 
,Header 
! 

;slave Address 

·---·-···-···-----

;Starting Address HI 

;Struting Address LO 

i 
iNo of Registers Hi 

; Error Check Lo 

!Error Check Hi 

' ·Total Bytes 

.RTU (hex) 

!None 

:OJ 

00 

:oo 

IAscu Characters 

(Colon) 

!o I 
I 

:oo 
' 
ioo 

-------- -··-=-··- ··----· -··-----·-· --·-·-- ---· r- ---
02 

_C4 

OB 

;o 2 

-------·,--------------
:LRC (FA) 

---------- r·~------------------
:CR LF 



Name - Surname: Student Id: Page: 15 

Function 04 (04hex) Read Input Registers: Read the binary contents of input registers in the slave. 

Query:The query message specifies the starting register and quantity of registers to be read.Example of a request to read 0 ... 1 (register 30001 to 

30002) from slave device 1: 

!Field Name 

r··-···· 

:slave Address 

;Function 
r····· 

;starting Address HI 

!None 
' ··r· 
\01 

·-104 ·-

! .. 

:oo 

l:(Colon) 

l~1 ... ···- ........ . 
' -----c-· 
10 ········ 1~0 

--------------- ,--------· i 
100 . Starting Address LO 

:No of Registers Hi 

;No of Registers Lo 

, Error Check Lo 

'Error Check Hi 

·Trailer 

•Total Bytes 

,oo joo 
--------------
:02 lo 2 

!71 

·····r .............. . 
;LRC (f 9) 

' ·---~- r---·------
! ;ca 

!None 
1················ 

ICRLF ~-·-............. _______________ __ 
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9. Consider 2 methods of control programing in Foundation Fieldbus (FF-H1) devices given by below figures. 

Explain operations of Scheduler and Un-scheduler communications by Link Active Scheduler (LAS) and then 

compare the control loop operations of both implementations when the controller fails. 

: I
/ 

f':-01.fFM 

' #2 , r ,.._ _______ ""'' 
: FV-l 1.ffFl)O.] l:,1 
: l l M:icroc~le . ,,,, L 

~.t:;·.·.···:::::::~::::::::::::··::::::~·:.~:::.:t:::::.~.-:: .... : ................ ;....................................................... .. 
- •+<HH•~HH~»••••-•••• ................ ~ ............ ~• ~uiH,. •• ~ .. ,•~'"" ••:::,-' ,. 
' t 

PT-01 
FV-01 

PT-01 

De<,ice A De"'ceB 

'-------- ,,.. _____ ..1 
V 

Additional De\4ce,; on !he Segment 
Collf\gured to Publish Data 

Figure 9.1 Field control 

fV-01 

Oe,,;ceA Device B [)e,,,,ceC 

\......, _____ ,,.. _____ ../ 
V 

Addiuooal o.e...ces on the Segment 
Configured to Pubhsh Oata 

Figure 9.2 Hybrid control 

(5 points) 
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10. The below table displays industrial protocol logos with various applications. Answer the questions by filling 

the alphabet (a)-(1) with briefly comments only if it is required. 

De~ 

(a) (b) (c) 

~ETHERNET 
=110:·11SE 
High Speed Ethernet 

(e) (f) (g) 

BACnet' 
International Co~ 

(i) (j) (k) 

Questions 

10.1) Which protocol is often used in Building Automation? 

(1 points) 

10.2) Which protocols support for working in Intrinsic Safety Area? 

(2 points) 

10.3) Which protocols include Common Industrial Protocol (CIP) in their protocol? 

(2 points) 

10.4) Which protocol is used based on Peer to Peer network? 

(1 points) 

10.5) Which protocol is utilized TCP/IP for realtime data by hardware bypass in 

level 2 of the OSI reference model? (1 points) 

10.6) Which protocols a redesigned for control network? 

(2 points) 

10.7) Which protocol is often designed for automotive industry? 

(1 points) 

(10 points) 

(d) 

(h) 

COMMUNICATION PROTOCOL 

(l) 

Answers 

1
st 

Answer 


